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24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

1. Product Introduction

Congratulations on your purchasing of the 24-Port Gigabit + 4-Port Gigabit SFP L2 Managed
PoE Switch. Before you install and use this product, please read this manual carefully for full exploiting
the functions of this product.

1.1. Product Overview

The Switch is a high performance the second managed gigabit switch. Provides twenty-four
10/100/1000Mbps self-adaption RJ45 ports, plus four Gigabit SFP port, it can be used to link bandwidth
higher upstream equipment. Support VLAN ACL based on port, easily implement network monitoring,
traffic regulation, priority tag and traffic control. Support traditional STP/RSTP/MSTP 2 link protection
technology; greatly improve the ability of fault tolerance, redundancy backup to ensure the stable
operation of the network. Support ACL control based on the time, easy control the access time
accurately. Support 802.1x authentication based on the port and MAC, easily set user access. Perfect
QOS strategy and plenty of VLAN function.PoE ports can automatically detect and supply power with
those IEEE 802.3at/af compliant Powered Devices (PD). In this situation, the electrical power is
transmitted along with data in one single cable allowing you to expand your network where there are no
power lines or outlets, where you wish to fix devices such as AP, IP Cameras or IP Phones, etc

1.2. Features

® Comply with IEEE802.3i, IEEE802.3u, IEEE802.3ab, IEEE802.3x, IEEE802.3z,
EEE802.3ad ,standards

Supports IEEE802.3at/af PoE standards

Supports PoE power up to 30W for each PoE port, total power up to 370W for all PoE ports
Supports MAC address auto-learning and auto-aging

Store and forward mode operates

Support SNMP/RMON/TELENT

Support IEEE802.1q VLAN,4K VLAN Table

Support IEEE802.1p Priority Queues

Support 2K+256-entry ingress and egress ACL

Support Storm Control

Support QoS. Port Mirroring. Link Aggregation Protocol

LED indicators for monitoring PSE, Link/Activity/Speed

Web-based Management Support
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1.3. External Component Description

1.3.1. Front Panel

The front panel of the Switch consists of a series of LED indicators, 1 x Reset button, 24 x
10/100/1000Mbps RJ-45 ports,1x Console port and 4x SFP ports as shown as below.

Figure 1 - Front Panel

Reset button (Reset):

Keep the device powered on and push a paper clip into the hole. Press down the button for 5 seconds to
restore the Switch to its original factory default settings.

10/100/1000Mbps RJ-45 ports (1~24):

Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or 1000Mbps. Each has a
corresponding Link/Act/Speed and PoE indicator.

Console port (Console):

Designed to connect with the serial port of a computer or terminal for monitoring and configuring the
Switch.

SFP ports (25~28):

Designed to install the SFP module and connect to the device with a bandwidth of 1000Mbps. Each has
a corresponding Link/Act/Speed LED.

LED indicators:

The LED Indicators will allow you to monitor, diagnose and troubleshoot any potential problem with the
Switch, connection or attached devices.
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The following chart shows the LED indicators of the Switch along with explanation of each indicator.

LED Indicator

Power Indicator

System indicator

10/100/1000
BASE-T adaptive
Ethernet port
indicators

(1-24)

SFP port indicators
(25-28)

PoE status
indicators

(1-24)

Faceplate
Marker

Power

SYS

Link/Act
/Speed

Link/Act

PoE

Status

Off

Solid green
Off

Blinking
green

Off

Solid green

Solid orange

Blinking

Off

Solid green

Blinking

Off

Solid yellow

Blinking

Indication
Power Off

Power On

System not started

System is starting or the system
starts successfully

The port is NOT connected.

The port is connected at
1000Mbps.

The port is connected at
100/10Mbps

The port is transmitting or
receiving data.

The port is NOT connected.

The port is connected at
1000Mbps.

The port is transmitting or
receiving data.

No PD is connected to the
corresponding port, or no power
is supplied according to the power
limits of the port

A Powered Device is connected
to the port, which supply power
successfully.

The PoE power circuit may be in
short or the power current may be
overloaded
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1.3.2. Rear Panel

The rear panel of the Switch contains Heat vent shown as below.

Figure 2 - Rear Panel

Grounding Terminal:

Located on the left side of the power supply connector, use wire grounding to lightning protection.

AC Power Connector:

Power is supplied through an external AC power adapter. It supports AC 100~240V, 50/60Hz.

1.4. Package Contents

Before installing the Switch, make sure that the following the "packing list" listed OK. If any part is lost
and damaged, please contact your local agent immediately. In addition, make sure that you have the
tools install switches and cables by your hands.

® One PoE Web Smart Ethernet Switch.
® One Installation Component

® One AC power cord.

°

One User Manual.
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2. Installing and Connecting the Switch

This part describes how to install your PoE Ethernet Switch and make connections to it. Please read the
following topics and perform the procedures in the order being presented.

2.1. Installation
Please follow the following instructions in avoid of incorrect installation causing device damage and
security threat.
Put the Switch on stable place or desktop in case of falling damage.
Make sure the Switch works in the proper AC input range and matches the voltage labeled on the
Switch.
To keep the Switch free from lightning, do not open the Switch's shell even in power failure.
Make sure that there is proper heat dissipation from and adequate ventilation around the Switch.

Make sure the cabinet to enough back up the weight of the Switch and its accessories.

2.1.1. Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when installing the Switch on a
desktop, please attach these cushioning rubber feet provided on the bottom at each corner of the Switch
in case of the external vibration. Allow adequate space for ventilation between the device and the objects
around it.

2.1.2. Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed in a wiring
closet with other equipment. To install the Switch, please follow these steps:

A. attach the mounting brackets on the Switch's side panels (one on each side) and secure them with
the screws provided.

Figure 3 - Bracket Installation
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B. Use the screws provided with the equipment rack to mount the Switch on the rack and tighten it.

[#]

Figure 4 - Rack Installation

2.1.3. Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance power supply. Please
follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or multifunctional
computer professional receptacle. Please make sure to connect the metal ground connector to the
grounding source on the outlet.

AC Power Cord Connection:

Connect the AC power connector in the back panel of the Switch to external receptacle with the included
power cord, and check the power indicator is ON or not. When it is ON, it indicates the power connection
is OK.

2.2. Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver, please connect one end of
the twisted pair to RJ-45 jack of your computer, the other end will be connected to any RJ-45 port of the
Switch, the distance between Switch and computer is around 100 meters. Once the connection is OK
and the devices are power on normally, the LINK/ACT/Speed status indicator lights corresponding ports
of the Switch.

2.3. Switch connection to the PD

1-24 ports of the Switch have PoE power supply function, the maximum output power up to 30W each
port, it can make PD devices, such as internet phone, network camera, wireless access point work. You
only need to connect the Switch PoE port directly connected to the PD port by network cable.
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3. How to Login the Switch

3.1. Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as described
below. Switch ports will automatically adjust to the characteristics (MDI/MDI-X, speed, duplex) of the
device to which is connected.

Figure 5 - Connect PC to Switch

Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on when the link is
available.

3.2. How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s IP address
manually to log on to the Switch. The default settings of the Switch are shown below.

Parameter Default Value
Default IP address 192.168.1.110
Default user name admin

Default password admin123

You can log on to the configuration window of the Switch through following steps:
1.Connect the Switch with the computer NIC interface.
2.Power on the Switch.

3.Check whether the IP address of the computer is within this network segment: 192.168.1.xxx ("xxx"
ranges 0~254, except 110), for example, 192.168.1.100.

4.0pen the browser, and enter http://192.168.1.110 and then press "Enter". The Switch login window
appears, as shown below.
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Welcome To Web Smart Management System

& user LoGIN

Figure 7- Login Windows
5. Switching language to English .Enter the Username and Password (The factory default Username is
admin and Password is admin123), and then click "LOGIN" to log in to the Switch configuration window

IR T - " oD llich

DeviceType: 24.rt PoE Switch Hardvare Verson 100 Uptime:8 minutes 3 seconds
® ouiciy et ‘Sofluare Version V103SP7D130025
» poRT
> vian
> FauitSaiety
» ok
» st 35 _7_9 1 15792
g E ﬁ
» aos TG T T TR D
> Addr Table
> snup
» Lace
» system Bronon @ M i oot B Closed
Device Configuration
Nomber ofCreated VLANs: 1 ore setngs
Number of Port Agaregations: o Mere Seings
Port Secuiy Status: Disatled More Settngs
DHEP Snooping: Disaied ore Setngs
00S Attack Prevention: Disaled Nore setngs
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4. Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer 2 functionality for switches
in your networks. This chapter describes how to use Web-based management interface(Web Ul) to this
switch configure managed switch software features.

In the Web UI, the left column shows the configuration menu. Above you can see the information for
switch system, such as memory, software version. The middle shows the switch’s current link status.
Green squares indicate the port link is up, while black squares indicate the port link is down. Below the
switch panel, you can find a common toolbar to provide useful functions for users. The rest of the screen
area displays the configuration settings.

B hiome Device Type:  24-Port PoE Switch ‘Hardware Version: 1.00
® ooy sa s ——————

» poR

> wan

> Fautssatey
» poe

> s

» oHce ReLaY
» aos

> AdarTable
> s

> ace
il B Bcom e @

Devics Contiguration

Number of Created VLANS: ' More ettngs
Numberof Pt Agoregations: o More Settngs
Port Security Status: Disabied More Settngs
DHCP Snooping: Disabied Nore Setings

005 Attack Prevention Disabied More Setings

41. Quickly Set

In the navigation bar to select "Quickly Set", can create a VLAN in this module, add the port in the VLAN,
set the basic information and modify the switch login password. The following picture:

VLANsetting || Other settings |

| vian setungs
] VLD VLAN Name vLanp. Port Edit Delete
1 VLANOOOT 1921682124 128 &
© NewVLAN © New Multiple VLAN @ Delete VLAN Fist Back(1) Ned Lasfi |/1Page
| runk setings
5] PortName Description Natve Vian Alowed Vian Edit Delete
© NewTrunkPort @ Delete Trunk Port Fist Back[1] Newt Lasfi |/1Page
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[ parameter description] VLANsetting || Other settings
Parameter Description VLAN Settings
VLAN Vi AN Nam i AN D
VLAN ID VLAN number New Trunk Port
Please select port to configure:
VLAN Name VLAN mark 2 7 9 11 13 15 17 19 21 23 25 27
New VLAN @ New Multipl DQQQQQQDQQQQDD
VLAN IP Manage the IP address of the VLAN i Tt T B T M el e
Trunk Settings 10 12 14 16 18 20 22 24 26 28
Device Name Switch name [ e Dommna\ G Fixed port P Selected 17 Aggregation §.] Trunk TE]IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports - Selectall Select all others  Cancel

Management VLAN Switch's management in use of the VLAN "f’""e"L“‘“‘“‘“"’
Allowing VLAN(such as 3.5,8,10): ]
[instructions ] :
Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers i
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously, o .\ . . . .
the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the 2) click "next step" button, into other settings, such as: manage ip address set as 192.168.1.11, device
same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way. name set as switch-123, default gateway with the dns server set as 172.16.1.241.
Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094). | VLAN setting ‘ ‘ Other settings |

But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

I Basic System Information

[ 1 VLAN:|[1 M Device Name:|[Ssizch-123 | | *
Configuration example
g p IP:|[192.168.1.11 i Default Gateway:|[192. 168 122
1)VLAN setting: such as create VLAN 2, Sets the port 8 to Trunk , Native VLAN 2.
Subnet Mask:|[255 955255 0 | | * DNS Server:|[172. 16. 1. 241 |
[ VLAN Settings ” Access Port Settings H Trunk Port Settings ” Hybrid Port Settings ] ‘ Delete | “SetMﬂﬂﬂg__élﬁémVLAN |
J vianis -
i e T o Use 192.168.1.11 to log in, set a new password for 1234 .
New VLAN
= I Change Administrator Password
VLAN ID (2~4094): |2 i
Lty VLAN Name (1-32 character): [VLa000z ] Password type: [Encrypted passw| ¥ |
Select ports to add to the vian: Old Password: [+++++ |
1 3 5 7 9 11 13 15 17 19 21 23 25 27 Ll J
Ll e ol e el e o el e e Comfirm New Password: |«+++ |
UUUUUUUUUUUUDD
6 8 10 12 14 16 18 20 22 24 26 28

{7 Optional §57 Fixed port i Selected ['1¢ Agoregation {-] Trunk [E1IP Source Enable Port -.l»

Tip: Click and drag cursor over ports to select multiple ports  Selectall Select all others Cancel

<

-10- -11-
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4.2. PORT

In the navigation bar to select "PORT", you may conduct Basic Config, Port Aggregation, Port
Mirroring , Port Limit, Storm Control, Port Isolation and Port Information.

* PORT
* Basic Config

* Port Aggregation

* Port Mirroring

Port Limit

Storm Control

PortIsolation

Part Information

4.2.1. Basic Config

In the navigation bar to select "PORT>Basic Config", For panel port to port description, status,port
speed, Duplex Mode, flow control and Cable Type Detection configuration, the following picture:

Basic settings

T35 7 9N BB WAB BN
550 S0 I S S AS S A S SN SR Sl el )
?UE USSR EE

4 6 8 10 12 14 16 18 20 22 24 26 28

7 Optional i Fired port i Selected 73 Agoregation {3 Tunk {E7IP Source Enable Port
Tips Clck and drag cursor over prts fo sslect mulipe ports Selectall Selectall others Cancel
J E—
Port speed: Auto ]

,,,,, =)

FlowControl: [0 v| v]
[ssal
| Ponis

[ parameter description]

Parameter

Port

Port Description

Status

Port Speed

Duplex Mode

Cable Type Detection

[instructions]

Open flow control should be negotiated will close, negotiated close is to set port speed rate and working
mode. Set the port rate more than actual rate of port, the port will be up.

[ Configuration example ]

Description

Select the current configuration port number
The port is described
Choose whether to close link port

It Could choose the following kinds:
Auto

10M

100 M

1000 M

Can choose the following kinds:
Auto

Duplex

Half duplex

Can choose the following kinds:
Auto

MDI

MDIX

Such as: The port is set to 10 M, half duplex, open flow control and Cable Type Detection and port state.

Basic settings

-12-

1 3 5 7 g3 11 13 15 23 25 27
Sl S0 R S S S Tl S S S S ] ]
EBUUUUBUUUEDDD
2|4 6 & 10 12 14 16 18 20 22 24 26 28

{1 Optional i Fixed port § Selected {17 Aggregation (7 Trunk [E{IP Source Enable Port

Tip= Click and drag cursor over ports to select multiple ports  Selectall Select all others Cancel

Port Description(0-80 characters}: | | Status: | Enabled M
Part Speed: [[10M v Duplex Mode: |Half v
Flow Control: [[On v Cable Type Detection: |Auto v

-13-
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4.2.2. Port Aggregation

In the navigation bar to select "PORT>Port Aggregation", In order to expand the port bandwidth or
achieve the bandwidth of the redundancy backup, the following picture:

Port Aggregation

Aggregate Group Number(1-8): |
Please select the port to oin the Aggregate Group:

13 5 7 9 111 157 19 21 B 25 x
5521859 52 60 S0 S 0 0 S0 U R ol
g@?g%%DUUUDUDD

1 16 18 20 22 24 2% 28

70ptional i Fired port i Selected [17Aggregation [ Trunk §E7IP Source Enable Port

Tip: Click and drag cursor over ports to sslect muliple ports  Selectall Selectallothers Cancel

[ save

| Possroaion i

‘Agoregation Group Number Group Members. Edit/ Delete

First Back[1] Next Las{i  |11Page

[ parameter description]

Parameter Description

Aggregation Group . .
Number Switch can be set up 8 link trunk group, group_1 to group_8
For each of the members of the group and add your own port,

Group Member and with members of other groups

[instructions]
Open the port of the ARP check function, the port of the important device ARP, the port of the VLAN MAC
function, and the monitor port in the port image can not be added!

[ Configuration example ]
Such as: set the port 7, 8, for aggregation port 1, lets this aggregation port 1 connected to other switch
aggregation port 1 to build switch links .

Port Aggregation

Aggregate Group Number(1-8): - »

Please select the port to join the Aggregate Group:

3 BEEHG 9 3 B ST i 3 A 55 o
P2 R T T T i s el
QQ?BBUBBUUDDD

10 12 14 16 18 20 22 24 26 28

Optional §5g Fixed port § Selected [17Agaregation (.1 Trunk [EJIP Source Enable Port

Tip: Click and drag cursor over poris fo select multiple poris  Selectall Select all others  Cancel

-14-
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4.2.3. Port Mirroring

In the navigation bar to select "PORT>Port Mirroring", Open port mirror feature, All packets on the
source port are copied and forwarded to the destination port, Destination port is usually connected to a
packet analyzer to analyze the source port, Multiple ports can be mirrored to a destination port, the

following picture:

Port Mirroring

Mirror Group Number (14):
can performance)

7 9 11 13 15 17 19 21 23 25 27

atwtatalapefalalatalalc
S Islsistsiststststslmle

6 8 10 12 14 16 18 20 22 28 2% 28

§J0ptional B Fixea port i Selected §77 Aggregation [ Trunk T IP Source Enale Port
risto sele Selectall Selectalloiners Cancel

s to select multple p

Tip: Clickand drag o

Please chooss the destination port:(Can only chocse one port)

T3 5 7 9 1 1315 7 19 21 B 25 27
P S v S o § o o i § i o |
g;??%‘gUUUUBUDD

12 14 16 18 20 2 24 26 28

{3 0ptional 8 Fixed port [ Selectsd §77 Aggregation §f Trunk TP Source Enale Port

[sae

| porcaris

[ parameter description]
Parameter Description
Source port To monitor the port in and out of flow

Set destination port, All packets on the source port are copied
and forwarded to the destination port

Mirror group Range: 1-4

Destination port

[instructions]
The port of the aggregate port can not be used as a destination port and the source port, destination port

and source port can not be the same.

[ Configuration example ]
Such as: set a mirror group for port 3 regulatory port 4, 5, 6 on and out flow conditions.

-15-
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[ Configuration example ]
Such as: the port 5 input rate is set to 6400 KB/s, the output rate is set to 3200 KB/s.

Port Mirrering

Mirror Group Number (1-4):

Please choose the source port:(Selecting multiple source ports can affectthe device performance) Port Speed Limit

4 Fn 9 11 13 15 17 19 21 23 25 o7

DﬁﬁDDDBDDDDEDD 4 .3 7 9 11 13 15 17 19 21 23 25 27

PSR SRR A A I A AL R S S S S S S B e e e

2[4 65 [8 10 12 14 16 18 20 22 24 26 28 e g E Y EE

" 7Optional 3 Fixed port i Selected |17 Aggregation §.7 Trunk §E7IP Source Enable Port 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Tip: Click and drag cursor over pors to select multiple ports  Selectall Selectall others Cancel ¥ Optional Fixed part Selected {17 Aggregation 1.7 Trunk TEY IP Source Enable Port
Please choose the destination port:(Can only choose one port) Tip: Click and drag cursor over poris fo selectmultiple ports  Selectall Select all others  Cancel
113 S |7 8 T 31 7T 19 21 23 b5 of Input Speed Limitmultiple of 16): lsdiu | * 0,16-1,000,000Kb/s

i B SRRl ol B ol ol B Output Speed Limi of 16):| 3z00 [ * 0,16-1,000,000Kbls

(T SO SOC A  A o

24658 10 12 14 16 18 20 22 24 26 28

"7 Optional
Sae ) 4.2.5. Storm Control

In the navigation bar to select "PORT>Storm Control", to port storm control config, the following picture:

Fixed port i Selected [17 Aqgregation 7.7 Trunk §E7IP Source Enable Port

4.2.4. Port Limit

Broadcast Control
Counting mode pps ¥

In the navigation bar to select "PORT>Port Limit ", to port output, input speed limit, the following picture: e |

5 7 9 11 13 15 17 19 21 23 25 27
Port Speed Limit DDDDDDDDEDDDDD
| UUUUUD;UUUUUUDD

2 14 16 18 20 22 24 25 28

13 5 7 9 11 13 15 17 19 21 23 25 27

e §70ptional R Fied port gsmea 92 Agoregation §2Trunk [E11P Source Enable Port
Sistststststststststststala Tip: Clickand drag cursor ver p s Selectall Selectallothers Cancel
2 4 8 10 12 14 16 18 20 22 24 26 28 Broadcast Li | * 0-262143

§7Optional i Fired port @ Selected {17 Aggregalion § - Trunk [E7IP Source Enable Part Multicast Limi: ] + 0262143

Tip: Clckand drag cursor cver

ctmultple ports Selectall Selectallothers Cancel Unicast Limit: * 0262143

Input Speed Limit(multiple of 16): * 0,16-1,000,000kbis. J
Output Speed Limit(multiple of 16): [ | * 0,16-1,000,000kbls i e
= I
T o roadcastuim uitcast i = a
Ports. Input Speed Limit Output Spees Limit Edit E e ] 6 z
1 1000Mbis. 1000Mbis. 74 £ £on L) LOR z
B oF) o0FF) o(0F) B
2 To0omls Tooous B
- —— s = 0 o(0F) o(0F) o(0F) B
. — S = f o(oFF) o(0F) oF) B
s o0FF) o(0F) o(0F) B
5 To0ous 1000eis 7S
, - - B 7 o(0FF) o(0FF) o(0F) B
; o - = [parameter description]
. o b i 2 Parameter Description
[ parameter description] Broadcast Limit Storm suppression value of the broadcast packets
Parameter D Multicast Limit Storm suppression value of the multicast packets
Input speed limit Set port input speed Unicast Limit Storm suppression value of the unicast packets
Output speed limit Set port output speed [instructions]
[instructions ] 1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth
is125KB/s .
1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth
is125KB/s . [ Configuration example]

Such as: should be forwarded to the port 1-8 of all kinds of packet forwarding rate is 5000 KB/s .
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Broadcast Centrol Port Isclation
Counting mode | pps v | | Please setect two or more ports ta configure:
S 9 11 13 15 17 19 21 23 25 27
11 13 15 17 19 21 23 25 27 o) b el o e i) ] o] e
Tl Tl Ut il U Tl et [l (]
St ] Bt B el ], il o] o] 10 12 14 18 18 20 22 24 26 28
It Gt Btk Bt Bl Bh (= [
i 0T T4 NF 1 hy 4 o by e {7 Optional G Fixed port § Selected [1] Aggregation §.§ Trunk [E{IP Source Enable Pert

Tip: Click and drag cursor over ports to select multiple ports  Selectall Selectall others Cancel

§10ptional FE3 Fixed port G Selected §'17 Aggregation [7Trunk [EJIP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports  Selectall Select all others Cancel

I Port Isolation List

Broadcast Limit:| 5000 | * pps:0-262143 bps:0,16-4194288(Kbps) =
Multicast Limit:| 5000 | = pps:0-262143 bps:0,16-4194288(Kbps) o e
Unicast Limit:| 5000 | = pps:0-262143 bps:0,16-4194288(Kbps)
) p—
sourcopor Isotodport opretn
3 456 b3
4.2.6. PortlIsolation i x
5 346 x
In the navigation bar to select "PORT>Port Isolation ", ports are isolated. The following picture: . 24 x

st page prevpage 1] nextpage lastpaget

Port Isolation

Please select two or more ports to configure:

| Ot s e 4.2.7. Port Information

LAOC O 0 R A 0 A 5 2 o
2 45 8 07

70ptonal B Fired port i Selected [17Aggregation §2] Trunk T P Source Enable Port

Tips Click and drag cursor over ports o selectmultple ports - Selectall Selectallothers Cancel

[sae | Gt bimnatis
I Forholstoa el Search ¥ Refresh
= = neete
Porta Description Input Flow(Bps) Output Flow(Bps) Port Status. Port Connection VLAN Trunk Port.
e
] cion oo ook o o 1 o
o cine aoo ook o # oconnecea 1 "o
[ parameter description] B | W] o
. - i % Disconnected 1 No
Parameter Description S A 2 ol =
P o P prom on [~ Fo— " "o
Source port Choose a port, to configure the isolated port o s e o oo 3 =
Isolated port Port will be isolated Gion ook s00K on % discomects i o
= oo ook on e : "o
[instructions] aos oo ook on [T e— 1 o
. . . . ol
Open port isolation function, all packets on the source port are not forwarded from the isolated port, the coe e e o B ' .
First Back [1] 23] Next Last |13Page

l

T G 16 % 2% 2 % In the navigation bar to select "PORT>Port Information ", it could view related information: Description,
Input Flow, Output Flow, Port Status, Port Connection, VLAN and Trunk Port .The following picture:

selected ports are isolated.

Ports that have been added to the aggregate port aren't also capable of being a destination port and 4.3 VLAN
source port, destination port and source port cannot be the same. -

In the navigation bar to select "VLAN", You can manage the VLAN Settings, Access Port

[ Configuration example ] ) 8 ; ° R
Settings, Trunk Port Settings and Hybrid Port Settings , the following picture:

Such as: the port 3, 4, 5, and 6 ports isolated.

[ VLAN settings || Access Port settings | [ Trunk Port Settings | [ Hybrid Port Settings ]
‘ I VLAN IDs
(] | VLANID | VLAN Name | VLAN IP
1 VLANOOO1 1821682 1/24

@ New VLAN @ New Multiple VLAN & Delete VLAN
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4.3.1. VLAN Settings 4.3.2. Access Port Settings
In the navigation bar to select "WVLAN>VLAN Settings", Vlans can be created and set the port to the In the navigation bar to select "VLAN config>Access Port Settings", can set port to Trunk port, the
VLAN (port default state for the access mode) , the following picture: following picture:
[ veansettings | Access Port settings | Trunk Port settings || Hybria Port settings | [ VAN setings || &ccess Port Settings > || Trunk Port Settings || Hybrid Port settings |
| vanos | Access porist =
m] VLANID 'VLAN Name VLAN IP Port Edit / Delete. Port Port description Native VLAN Operation
1 VLAN00O1 192.168.1.110124 128 2z 1 1 2
© NewVLAN © New Multiple VLAN @ Delete VLAN First Back 1] Next Las{i |/1Page 2 ¥ z
s ' B
[ parameter description] ; g B
Parameter Description : 1 j
VLAN ID VLAN number 7 1 B
VLAN name VLAN mark i : z
VLAN IP Manage switch IP address jﬂ 1 j
© New Access port First Back[1][21[3) Next Lasti |/3Page

[instructions ]

Management VLAN, the default VLAN cannot be deleted. Add ports to access port, port access mode [ parameter description ]

can only be a member of the VLAN.
Parameter Description

[ Configuration example ] Native VLAN Only set one
Such as: connect switches pc1, pc2 couldn't ping each other, will be one of the PC connection port
belongs to a VLAN 2.

[ Instructions]
Native VLAN: Refers to the default Access VLAN, must be the same as the end of the VLAN Native port,

VLAN settings || AccessPortsettings || TrunkPortsettings || Hybrid Port Settings otherwise it can’t work.
VLAN IDs . .
[ Configuration Example ]
VLAN ID AL AN Name Al AN D
New VLAN Such as: Port 8, Access VLAN2.
R AT VLAN ID (2~4094): |2 = | viaN setting H Other settings. ‘
B e s o VLAN Name (1-32 character): [VLANOD02 | VLAN Settings
Select ports to add to the vian: ) VLANID VLAN Name VLANIP Port Edit/ Delete
1 oo w22 ize P 2

5 7 9 11 13 15 17 19 21 23 25 27

1 3
ISP LM e o J o S i i o el [ e e ] 2 waoooz %
QQBBUBUBUBBDD

6 10 12 14 16 18 20 22 24 26 28

" Optional §8 Fixed port i Selected [1{ Aggregation [ Trunk [E{IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports Selectall Selectall others Cancel

"
@ Cancel

-20- -21-



24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

VLAN Settings | Access Port settings ” Trunk Port Settings ” Hybrid Port Settings
Access port list

Part Dot descrintinn Nativa V1 AN

New Access port

Please select port to setting:

7 8 1 12 15 17 18 21 23 25 o7

5
B i e i n R, L |
?BBUBEBUBDD

10 12 14 168 18 20 22 24 26 28

t a
552 5
il I
214

{1 Optional § Fixed port g Selected [T] Aggregation §7 Trunk [E]IP Source Enable Port

Tipz Click and drag cursor over ports to select multiple ports  Selectall Sefectall others Cancel

Native Vian (1-4094); @

:

4.3.3. Trunk Port Settings

In the navigation bar to select "VLAN config>Trunk Port Settings", can set port to Trunk port, the
following picture:

VLAN Settings || Access Port Settings || Trunk Port Settings, || Hybria Port Settings
| e orst g
("] Port Port description Native VLAN Allowing VLAN Operation
© NewTrunk port @ Delete selected Trunk port. First Back[1] Next Last1 11Page

[ parameter description]

Parameter Description
Native VLAN Only set one
Allowing VLAN Can set up multiple

[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously,
the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the
same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094).
But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

[ Configuration example ]
Such as: PVID=VLAN2
PC1:192.168.2.122, port 8, access VLAN2
PC2:192.168.2.123, port 7, Trunk allowed VLAN 1-2
PC3:192.168.2.124, port 6, access VLAN1(The default port belongs to VLAN1)
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Can let the PC2 PING PC1, cannot PING PC3

e e e
=

m VLANID VLAN Name VLANIP Port Edit/ Delete.

1 VLANOOOt 192168111024 1792 Y
o 2 vianooo o 2%
© New VLAN © New Multiple VLAN © Delete VLAN Fist Back[1] Next Las{: |/1Page

[ VLAN Settings ‘ ‘ Access Port Settings | ‘ Trunk Port Settings ‘ | Hybrid Port Settings
| vrunk portist

/A\ ' L p;rl"
SSSHE

Please select port to setting:

13 5[7]9 11 13 15 17 19 21 23 35 27
=0 QQQEQQQQDD
g??UUEUBUEEBDD

g 10 12 14 16 18 20 22 24 26 28

{"7optional Y Fixed port §f Selected [17 Aggregation §23 Trunk [E]IF Source Enable Fort

Tip: Click and drag cursor over ports to select multiple ports  Selectall Selectall others  Cancel

Native Vian (1-4094); [2 [ 1@
Allowing VLAN(such as 3-
58101 |

S satings

4.3.4. Hybrid Port Settings

In the navigation bar to select "VLAN config>Hybrid Port Settings", Can set the port to take the tag
and without the tag , the following picture:

VLAN Settings || Access Port Settings || Trunk Port settings || (Hybria Port Settings |
| oo portuist
e Port Portame Native VLAN Tagged Untagged Edit Delote
© New Hybrid Port @ Delete Selected Hybrid Port First Back[1] Next Lasti 11Page

[instructions]
Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is no play in port PVID,
exchanged and forwarding, if have, whether the Hybrid port allows the VLAN data into: if can be
forwarded, or discarded (untag on port configuration is not considered, untag configuration only work
when to send it a message)

Hybrid port to send packet:

1, determine the VLAN in this port attributes (disp interface can see the port to which VLAN untag, which
VLAN tag)

2, if it is untag stripping VLAN information, send again, if the tag is sent directly

[ Configuration example ]

Such as: create vlans 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag VLAN for 10, 20, sets the
Native VLAN port 2 to 20, to tag VLAN for 10, 20 .
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[ setres | Amses ot setns, || kot || hiavor somega |
[
o wanD VLN Name wane port Eait Dette
. VLANooot 19216811024 128 B
o 10 anooto 2%
o » LAN20 2%
© New VLAN © New Multiple VLAN © Delete VLAN Fist Back[1] Next Las{s |/ 1Page
VLAN Settings l " Access Port Settings } " Trunk Port Settings ] [ Hybrid Port Settings }
| Hybrid port List
Port New Hybrid Port

Dele 5 T 89 11 13 15 17 19 21 23
P IeteTarelals Rl e s el
SEsistaintsintutatutstaimls

4 6 & 10 12 14 16 18 20 22 24 26 28

{2 Optional G Fixed port G Selected ['17 Aggregation .3 Trunk SE7IP Source Enable Port
Mg+ Click and drag cursor over ports o sefect mullple ports Selectall Selectall others. Cancel

Native Vian{1-4094): [ia 1@
Tagged vian(3.5,8,10):|[t ]
Untagged vian(such as 3-

5,8,10%: |10, 20

tl

Save Cancel

‘ VLAN Settings H Access Port Settings H Trunk Port Settings H Hybrid Port Settings

L Hybrid Port List

Port New Hybird Port

LT B

0 £ 10 57 3 53 £ 50 1 2 T R I
e |l C T R ]

i Optional Y7 Fixed port §¥ Selected 517 Agoregation §.{ Trunk SE7IP Source Enable Part

Tip: Click and drag cursor over ports 1o select multiple ports Select all Select all others Caricel

L -
Native Vian(1-4094):|[20 L]

Tagged vian(3-5,8,10): |1 |

Untagged vian(such as
3.5,8,10):([10, 20 |

[ ViANsetings || Access Port settings || Trunk Port Settings || Hybrid Port settings |
[l
- VLANID VLAN Name VLAN 1P Port Edit/ Delete.
' VLANDOOT 192168111024 128 )
o ) VNoo10 12 2%
o » ooz 2 %
© NewVLAN © New Multple VLAN. © Delete VLAN Fist Back 1] Next Las{1 /1 Page

This system e0/1 and the receive system e0/2 PC can be exchanged, but when each data taken from a
VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into switches, switch found
system e0/2 allows 10 data through the VLAN, so the data is forwarded to the system e0/2, because the
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system e0/2 VLAN is untagged 10, then switches at this time to remove packet VLAN10 tag, in the form
of ordinary package sent to pc2, pc1 - > pc2 is VLAN10 walking at this time

Again to analyze pc2 gave pc1 package process, data from the pc2, by inter0/2 pvid VLAN20
encapsulation VLAN20 labeled into switch, switch found system e0/1 allows VLAN by 20 data, so the
data is forwarded to the system e0/1, because the system e0/1 on the VLAN is untagged 20, then
switches remove packets on VLAN20 tag at this time, in the form of ordinary package sent to pc1, pc2 at
this time - > pc1is VLAN 20 .

4.4. Fault/Safety

In the navigation bar to select "Fault/Safety", you can set Anti Attack, Channel Detection and ACL.

» Fault/Safety
*  Anti Attack

* Channel Detection

¥ AR

4.41. Anti Attack
4.41.1.DHCP

In the navigation bar to select "Fault/Safety>Anti Attack>DHCP", Open the DHCP anti-attack function,
intercepting counterfeit DHCP server and address depletion attack packets ban kangaroo DHCP server,
the following picture:

|@|| DOS || IP Source Guard || IP/Mac/Port

I Protection Suite

'. Allows user to configure custom DHCP trusted ports.

[instructions ]

DHCP trusted port configuration, select the port as a trusted port. Prohibit DHCP for address, select the
port and save, you can disable this feature for the port.

Open DHCP attack prevention function, need to set the DHCP protective vlan simultaneously, other
functions to take effect.
[ Configuration example]

Such as:1.dhcp snooping open

| ower |[ pos || ipsourcecuara || iPmMaciport

I Protection Status

@ Allows user to enable dhcp snooping

2.Setting dhcp snooping vian
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I DHCP configuration

DHCP Trusted Port DHCP Restricted Port Option82 Binding Table Other Configuration

Dhcp Snooping Vian: ’
(had)
3.Set the connection router 8 ports for trust, then 6 port is set to the prohibit.

| oHce contiguration

HCP Trusted Port DHCP Restricted Port Option82 Binding Table Other Configuration

DHCP trusted port:

7 9 11 13 15 17 19 21 23 35 77

elelelalainlareletalale
= istsisisisivisisi=l=

=) [

10 12 14 16 18 20 22 24 26 28

Optional R Fixed port G Selected 17 Aggregation [ Trunk IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports  Selectall Select all others  Cancel

B~am-

g

I DHCP configuration

DHCP Trusted Port DHCP Restricted Port Option82 Binding Table Other Configuration

Prohibit DHCP port:

13 B @ 1 mEBTE S Y

ot T el St Tl i o ] o]
UUUUBBUUUUUDD

8 10 12 14 16 18 20 22 24 26 28

§{ Optional 5 Fixed port S Selected {17 Aggregation 5.7 Trunk SE7IP Source Enable Port

Tip= Click and drag cursor over ports to select multiple ports  Selectall Select all others  Cancel

4.Set option82 information

] otc contiguration
DHCP Trusted Port || DHCP Restricted Port Binding Table || Other Configuration

Options2 Enabl
Client Option82 Enable:

Circuit control Remote Agent 1P address
Circuit Name: ([23 .
VLANID: |[T .
()
No. Circuit Control Name Circuit Control 1D VLANID Operations

et Back 1 Nt asfs_ ]/ 1page
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| v conturton
ovch ussapor | OWCP Restaapot | Optons2 | Bnang oo | onrConturton

‘ Optonsz Ena

Client Options2 Enat

Circit control Remote Agent 1P address.

No. Remote Agent Name Remote AgentID

| o#ep contiguration

DHCP Trusted Port DHCP Restricted Port Options2 Binding Table Other Configuration

‘ Options2 Enat

Client Options2 Enal

Circuit control Remote Agent

vLAN D Operations,

[ e P

1P Address: |[152.165.1.

[T*
L UL F—

o

6.The port 7 for binding

| v contuetion
DHCP Trusted Port DHCP Restricted Port Option82 Binding Table ‘Other Configuration

MAC Adaress: | [@orsonar | ] -
VLN Dz g
L | —

| e srcopng g T

Index Mac Address. Port Number Vian 1D 1P Address.

Lease Status. Operations.

st Sack) Ner Lo /1P

4.4.1.2.DOS

In the navigation bar to select "Fault/Safety>Anti Attack>DOS", Open the anti DOS attack function,
intercept Land attack packets, illegal TCP packets, to ensure that the device or server to provide normal

service to legitimate users, the following picture:

[ DHCP H DOS H IP Source Guard H IP/Mac/Port

I DoS$ Attack Protection

[instructions]

Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to ensure that the
device or server to provide normal service to legitimate users.

[ Configuration example]
Such as: Open the anti DOS attack function
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[ oHer |[ pos |[ (P sourcecuary || iPMaciPort
[ DHCP ] [ DOSs ] [ IP Source Guard ] [ IPiMac/Port
D IP source protection port enable CogUrEton

I DoS Attack Protection

(—

4.4.1.3.1P Source Guard

VLANID: |[1

Source IP [192.168.1. 30

Source MAC Address | [00:01:16:09:35:37

9 11 13 15 17 19 21 23 35 27

5. 7
S St B ) o] ]
g?UUUUUUUUDD

10 12 14 16 18 20 22 24 26 28

In the navigation bar to select "Fault/Safety>Anti Attack>IP Source Guard", Through the source port D " optional ' Fixed port i Selected [ 77 Agaregation {1 Trunk §EJIP Source Enable Port
Manual IP Source Protection List|

security is enabled, on port forwarding the packet filter control, prevent illegal message through the port,
thereby limiting the illegal use of network resources, improve the safety of the port, the following picture:

Index

New Security Port

[ oHee || pos ”@ || emacipore |
Foe

Please select a source port:
¥ 3 &6 7 & 41 13 16 17 1% 291 23. 95 gy
ol S ] bt el il St it ] S il S o] o] 4.4.1.4.1P/Mac/Port
Bial Al Tk bl el Tl ) i 1 Ut el el o] o]
2 4 6 8 10 12 14 16 18 20 22 214 26 28
57 0ptional §7 Fixed port R Selected [T Agaregation 5] Trunk [EJIF Source Enable Port In the navigation bar to select Fault/Safety>Anti Attack>IP/Mac/Port", Automatically detect the port
Tip: Click and drag cursor over ports to select multile ports based IP address, MAC address of the mapping relationship, and then realize the function of a key
if do not select the port, the configuration ofthe port will be removed If do not select this option, the configuration of all the ports will be removed. blndlng the following piCtUre:
I Manual IP Source Pratection List :::::ys“ \I‘nnLc:l |[ oos |[ 1P source Guara | Gemaciport ) |
index | Source IP Address Source MAC Address Port VLANID | » PORT ke EA
» v 5 prvym— Py Porunsor
£ e secatiy o . 7 ot Seck Nt Losfi__11Pase ‘
- commsccanen | omicatentis
» et 5 Wi aross P drss Portunter
_ . e | o T
[instructions]
Add the port that is currently being used as a IP source protection enable port, the port will not be able to
use. [instructions]
[ Configuration example ] A bond must be bound before the binding to enable the switch to open, And if you want to access shall
. . L be binding and switch the IP address of the same network segment .
Such as: to open source IP protection enabled port first, then to binding.
[ Configuration example]
[ oHee |[ pos || ipsourcecuara || ipMacort | o ) o
|» T : Such as: the binding to make first can open, must be a key bindings port 7 .

I Test List

Please select a source port:
9 11 13 15 17 19 21 23 25 27
Binding Enah

DBDBDDDBBBDDD
BEUEUUBUUBUEDD
=

8 10 12 14 16 18 20 22 24 26 28

7 optional 57 Fixed port 5 Selected 97 Agoregation T3 Trunk TE7IP Source Enable Port

Tip= Clitk and drag cursor over ports to select multiple ports
It do not selectthe port, the configuration of the port will be removed, I do not select this aption, the configuration of all the ports will be removed,

s =
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e
Binding Enable ¥,
@ [ WAC Address 1P Address PortNumber
@ 000ECEDE215C 192.166.2:400 7
st sock Nt Lol 1 1page
[ scoming | (Goineing|
| Aopiicaton st
=} WAC Address 1P Address Port Number
@ 000ECHDB215C 1921662100 7
© o rust skt Nt Lasfi11Page

Can check the delete option.
4.4.2. Channel Detection

4.4.2.1.Ping

In the navigation bar to select "Fault/Safety> Channel Detection>Ping", Use ping function to test
internet connect and host whether to arrive. The following picture :

o ==

[@” Tracert H cable Test }

Destination IP Address: :
Timeout in Seconds (1-10): |2
Ping Count (1-100): 5

Result

[ parameter description]

Parameter Description

Destination IP address Fill in the IP address of the need to detect
Timeout in Seconds Range of 1to 10

Ping Count Testing number

[instructions]

Use ping function to test internet connect and host whether to arrive.

[ Configuration example ]
Such as: PING connect the IP address of the PC .
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[“rmg || mmasen || ocaverest |

Destination IP Address: ¥
Timeoutin Seconds (1-10: 2|
Ping Count (1-100):

Result

[PING 192.168.1.110 (192.168.1.110): 56 daia byles.
64 bytes from 152 168.1.110: icmp_seq=0 tli=64 time=0.0 ms

{64 bytes from 192.168.1.110: icmp_seq=4 =64 tme=0.0 ms

—192.168.1.110 ping statistics —
packets transmitted, 5 packets received, 0% packet loss
round-trip 000.0/0.0 ms

4.4.2.2. Tracert

In the navigation bar to select "Fault/Safety> Channel Detection>Tracert", Tracert detection can detect

to the destination through the .following picture :

f ii;] @\ Cable Test |

Destination IP Address:

Timeout i seconds (1-10): 2

Result

[ parameter description]

Parameter Description

Destination IP address | Fill in the IP address of the need to detect

Timeout period Range of 1 to 10

[instruction]

the function is used to detect more is up to and reach the destination path. If a destination unreachable,

diagnose problems.

[ Configuration example]

Such as: Tracert connect the IP address of the PC .

[ Ping H Tracert H Cable Test }

Destination IP Address: .
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4.4.2.3. Cable Test

In the navigation bar to select "Fault/Safety> Channel Detection>Cable Test", Can detect connection
device status , the following picture:

[ Fing H Tracert H @Iemﬁ

Please select port to configure:

1 3 5 7 0 1 13 15 17 19 21 23 25 o7
PRI PR T PR P O
B??BUUUBUBUU--

8 10 12 14 16 18 20 22 24 26 28

S
"] Optional 583 Fixed port § Selected [1] Aggregation .3 Trunk [E}IP Source Enable Port

[ Configuration example ]

[ Ping H Tracert ” Gable Test }

Please select port to configure:

7 9 1 13 15 17 19 21 23 25 27

5
YT TR PR S S
??UUUUUUUU--

10 12 14 16 18 20 22 24 26 28

3
ey

SO0

7] Optional 3 Fived port P Selected 1] Aggregation §77 Trunk [E]IP Saurce Enable Part

4.43. ACL
In the navigation bar to select "Fault/Safety>ACL", Can be applied to port ACL rules and Settings to
take effect in time.

Timetable || ACL || ApplyAcL |
@ Create anew object © Selectan existing object

Hew Timetable Name:
Day salectian:lﬂ Monday E‘me!duy U\'\.-ednesﬂny DTMrsdny mFr'xEuy msmurday Usunﬂay

Time Interval:| 3l - | i +

save |
| I Timetable List: ~ +

Day Time Interval

@ Delete Timetable List Selection

[instruction]

The ACL rules are sequenced, row in front of the match will be priority rule. Many, if the strategy items

operating time is relatively longer.
Basic principles:
1, according to the order, as long as there is a meet, will not continue to find.
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2, implied refused, if don't match, so must match the final implied refused entry, cisco default.
3, any only under the condition of the minimum permissions to the user can satisfy their demand.
4, don't forget to apply the ACL to the port.

[ Configuration example ]
such as: test time is every Monday to Friday 9 to 18 points, set port 1-6 cannot access the network .

steps: building ACL time - building ACL rules - is applied to the port .

{@u’e‘t_?nb” AGL H Apply ACL } ‘

Time Name Workday

Day Selection{® Wonday ¥ Tuesday ¥ Wednesday ¥ Thursday ® Friday [l Saturday () Sunday

Time Interval:00 | - oo =
(sae ]
)
Time Name Day Time Interval
[ mmetavie |[" acL |[ appyacL |
sion _Index | _Protocol Source 1P Mask Sorcs Destination IP | Mask o Stat
The new ACL access rule = :
ACLNumber:[ 100 v+ Protocol Type: [ TCP 2
permission: | Deny v Timetable Name: v
Anysrcip Address: @ @
Any source port: @0
AnydstiP Adgress: @ @
Any dstport: 20
Singe dst Por(0.65535% |
Choase the ACL access control fist for the view 130 v Rulelis!
Ruearder action Agreement source PPmask. ‘source port destnation [Fmak destinatonpart - Object of effective tme stat
1 seny o aay ay anyany 8 wardngine inazics
2 peimi ] anjay ay anyany y rone atie
@ dekeeaCL Fictpage pespagelf] necoege lastpager  /1peqe
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—— . — [ chip mtormation || CPos Fort Ganfig
| Tmetable |[ acL | @} Solctpors o setngs ==
afatalatalatslefatelalsl
i B sl7 4 93 95 W A8 A 3 Bh by QQ@’%%Q%%%%?
e R e ] R
BRI S A
2 4 6|8 10 12 14 16 18 20 22 24 portpowertwy: ;0]

¢ optional G Fixed port i Selected [ Agaregation {7 Trunk [EIP Source Enable Port

Save
Tip: Click and drag cursor aver ports to select multiple ports

5 | ok conia
ACL Number:| 100 3
‘ ‘ ports Enable Control Status priorty Max power CurentPower(w) class
e Filtering Direction:| | Receive mesfage v |

a0 T
| Accose contrortin o Enabe Dsaie = 0 o0 [
ACL Number Port Filtering Direction 5» e S i 2 22 e
o8 nave Dsae tow 0 a0 unioon
o rave Dsave fr 0 a0 Uniaon
o Enaie Deasie low 0 a0 -
s enatie Deae = 0 o0 Ui
4.5. PoE o0 Enave Dsate v 0 a0 -
a0 enate Dsatie Low 0 a0 uniow
In the navigation bar to select "PoE", you can set the PoE Port Config configuration. st Bock 112115 Mot Lasls /3 page
[ parameter description]
» PoE
* 'PoE PortConfig Parameter Description
port enabled You can enable or disable PoE function
4.51. PoE Port Config Port power You can configure max power of port
Port Priority You can configure Port Priority

4.5.1.1. Chip information
[ Configuration example ]

In the navigation bar to select "PoE>PoE Port Config>Chip information”, you can view chip Such as: The PoE function of port 8 can be enabled, the maximum Port power is 23 W,and the Power
information. supply priority is high.
Chip itormation>, || Poe Port Config
e Ty [ Chip information ” Poe Port Config ]
™ nputvotaget Temporatus)
- 300 s500 Select ports to setting:
2 200 5500

d.9: 41 43 15 47 19 2 23

3 5200 5600

1 3 5
PRI IR T TR TR T P P i i
b g ???UUUUUUBB

10 12 14 16 18 20 22 24

§lOptional F37 Fixed port S Selected [17 Agaregation {7 Trunk [E]IP Source Enable Port

Tip Click and drag cursor over ports to-select mutiiple ports _ Selectall_Select all others Cancel

port enabledt: Portpowertwy: [ ]
In the navigation bar to select "PoE>PoE Port Config>Poe Port Config", you can set Poe Port , As Port Priority:

follows. :j

4.5.1.2.Poe Port Config

£

<
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4.6. STP

In the navigation bar to select "STP", you can set to the MSTP region and STP Bridge configuration.

» STP
*  MSTP Region

* _STP Bridge

4.6.1. MSTP Region

In the navigation bar to select "STP>MSTP Region", Can modify the domain and domain name, add
instance is mapped to a VLAN. the following picture.

MSTP Configuration

Region Name:

|

* (0032 characters)
Revision Level: [0 .

[—
[Sae

| ntace i

nsancen: (1 v]
VLANID: | * Forexample: 1357-10
['sae [ polete |
Mapping List
nstance D Wapping VLAN ea
o Tanss B
First Back [1] Next Lasf1 /1Page.
[ parameter description]
Parameter Description
Region Name Configure the region name
Revision Level Parameter configuration revision level
Instance ID Select configuration instance ID
VLAN ID Mapping of the VLAN configuration instance
[instruction]

An instance can only be mapped to a VLAN, instance and VLAN is a one-to-one relationship.
[ Configuration example ]

Such as: change the region to DEADBEEF0102, region name is 123, instance 4 is mapped to a VLAN 2,
in the first need to create a VLAN 2.
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I MSTP Configuration

Region Name: ||DEADEEEFO10Z * (0to 32 characters)

Revision Level: |[123 || * (0to65535,default0)

(s

I Instance Mapping

instanceD: ([4 | v|
VLANID: |}z | = Forexample: 1,357-10
I Mapping List
‘ Instance ID Mapping VLAN
0 . 1-4094

4.6.2. STP Bridge

In the navigation bar to select "STP>STP Bridge", Can be related to bridge, port configuration, the
following picture:

I STP Bridge Config

Instance Priority: [

Instance ID: [ ] Priority: | 32763 v

Enable: © on ® oFF Mode: © sTP O RSTP ® MSTP
Hello Time: 2 | = (1-108) MAXAge: |20 | * (6-a08)
Forward Delay: |15 |+ (4-308) MAX Hops: 20 |+ 140y

Seve | [ Show Bidgs nfo

I STP port config

Instance: [ Priority: iz2 |+ (0-240step 1)
Portfast: ) ON ® OFF Path Cost: [t ] * (autoor1-200000000)
AutoEdge:  ® on ) OFF PointtoPoint: & oN O OFF @ Auto
BPDUGuard: © ON @ OFF Compatible: ~ ® oM O OFF
BPDUFiter: ' ON @ OFF RootGuard: ) Root @ None
TcGuard: O ON @ OFF TC Ignore: OoN ® oFF

¥ 4 & 7 & 71 13 9 W 2 oed o5 by

M B T T T i o] ]

Il Il Tl Bl U Ul Tl Bl B U e R ] o]

2 4 6 8 10 12 14 16 18 20 22 24 26 2B

T optional BB Fixed port B Selected 117 Aggregation §-1 Trunk TEZIP Source Enable Port
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[ parameter description]
Parameter

Instance Priority

Instance ID
Bridge Priority

Enable
Mode

Hello Time
Max Age
Forward Delay
Port Priority

Path Cost
Port Fast
Auto Edge
Point to Point
BPDU Guard
BPDU Filter
Compatible
Root Guard
TC Guard

TC Ignore

[instruction]

Description

Whether open instance priority setting
Select the created instance id is configured

Priority setting bridge example, the default instance bridge
priority for 32768

Whether to open the STP bridge function
The model is divided into: the STP, RSTP, MSTP
Switches sends bpdu in packet interval

Ports are not yet received a message in the time, will initiate
topology changes

The state of the port switch time

Set port instance priority, defaults to 128, you must enter
multiple of 16, the range of 0-240

Configure port costs

Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state
Select configuration state

Select configuration state

(1) (hello_time+1)x2<=max_age<=(f_delay-1)x2 , enable the switch to set instance priority.
(2) Enable STP or switch mode would spend 2 times of the forward delay time.

[ Configuration example ]

Such as:1)Open the STP, configuration has to create an instance of the priority, configuration time

parameters, set the pattern to MSTP .
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I STP Bridge Config

Instance Priority: ¥

Instance ID: [4 v Priority: | 8192 v
Enable: (®on © orF Mode: © sTP O RSTRL @ MSTP
Hello Time: MAX Age:

5 = (6-40s)

E ] oA
Forward Delay: * (4-30s) MAX Hops: | z0

| * (140

Save || Show Bridge Info

[T —

| stea

Instance 1Dz

Enable:

Hello Time

Forwai

STP port config

BPDU Filter:

TC Guard:

STP Bridge Information

StpVersion: mstp
SysStpStatus: enable
. BridgeMaxAge: 15

g BridgeHelloTime: 2
BridgeForwardDelay: 10
MaxHops: 20

= {0 TxHoldCoupts
s o ance [0]

LocalBridge: 32768 - 00:E0:4C:00:00:00
TimeSinceTopologyChange: 0d:0h:0m:9s
TopologyChanges: 0

DesignatedRoot: 32768 - 00:E0:4C:00:00:00
RootCost: 0

RootPort: 0

CistRegionRoot: 32768 - 00:E0:4C:00:00:00
CistPathCost: 0

instance [4]

LocalBridge: 8192 - 00:EQ:4C:00:00:00
TimeSinceTopologyChange: 0d:0h:0m:9s
TopologyChanges: 0

DesignatedRoot: 8196 - 00:E0:4C:00:00:00

11 3
Id

L BB, T Y R TR AR TR 1]

2) Set MSTP has launched port configuration, select the created instance, set priority (port

configuration is not online, on-line configuration will only take effect, can click on the "view the current

configuration" button to view the configured completed)

I STP port config

instance: [4 v Priority: 128 | = (0-240step 16)
Port Fast: @ on @ oFF Path Cost: awte | * (autoor1-200000000)
AutoEdge: | ® o © OFF PointtoPoint: | © ON O OFF  ® Auto
BPDUGuardy O ON  ® OFF Compatible: | 0 ON @ OFF
BPDUFiter: | © ON  © OFF RootGuard: | ©' Root ® None
TC Guard: @ on ® oFf TC Ignore = O oN ® oFF

1 3.5 7 0 11 13 15 17 19 2t 23 25 77

et fond fe? i il i i el S n? ] ]

qﬁmm Doooog

2\4/5 8 10 12 14 16 18 20 22 24 26 28

T 7 optional BBE Fixed port BB Selected 111 Aggregation T2 Trunk TE2IP Source Enable Port
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I STP Bridge Config

Instance Priority; &
Instance Dz 4 v priority: (8192 v
Enable: “r7| STP Port Information [ Gi0/4 |
Hello Time: 3 {Gioi4}
PorAGmInPorF ast: disable
Forward Delay:  [10 PoriOperPortFast disable
PortAdminAutoEdge: enable
T e PoriOperAuloEdge: disale

PortAdminLinkType: auto
PortOperLinkType: share
I STP port config PortBPDUGuard: disable
PorBPDUFiter. disable
PorTCGuard: disable

instance: 0
PortFast: instancel0]
% : Vianhiap: 13-4004
AutoEdge: @ ON Poristate: down
PortPriority: 128

BPDU Guard: || PoriDgsignatedRoot: 32768 - 00:e0:4¢:00:00:00

_ || PorigfignatedCost 0
BPDU Filter= Sl || pogesignatedBridge: 32768 - 00:60:4¢:00:00:00

N esignatedPortPriority: 128

Tesen: o ariDesignatedPort 4

ost auto
PortOperPatnCost 200000000
PortRole: disabled

4.7. DHCP RELAY

In the navigation bar to select "DHCP RELAY", you can set to the Dhcp relay and option82.

» DHCP RELAY
* Dhcp Relay

* optiond2

4.7.1. Dhcp relay

In the navigation bar to select "DHCP RELAY>Dhcp relay", Open the DHCP relay function, set up and

view the relay server IP address and its status. the following picture.

I DHCP Relay Enable

DHCP Relay Enable:
DHCP Option Trust Field Enable:

Z40-
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[ parameter description]

Parameter Description
IP address DHCP server address
status Invalid and valid

[instruction]
If open the function of relay agent, then receives the broadcast DHCP message, to be delivered in the
form of unicast to configure on the server. The DHCP server to IP and switches in the same network
segment will only take effect.

[ Configuration example]

Such as: setting DHCP server ip for 192.168.1.22

[ ovcr e e

DHCP Relay Enabl
DHCP Option Trust Field Enab

[ ovce Rty coe

oHeP serverp:|[1eztes 122 []° ‘

== 1 Adaess seus \ e |
1 0000 invalid ®
s Bk 1 ot Lsfy 1 17oge

4.7.2. Option82

In the navigation bar to select "DHCP RELAY>Option82", can set to OPTION82circuit control, proxy
remote , ip address. the following picture:

[ormmmszcoms
T ovtencee | masmess

Circuit Control:

'
firstpage prev page [1] nextpage lastpage: /1 page.
[ parameter description]
Parameter Description
VLAN ID the DHCP request message in the VLAN, value range is 1 ~ 4094
Circuit Control Circuit ID to populate the user custom content, scope of string
length is 3 ~ 63
Proxy Remote Configuration ASCII remote id string value, the length of the
range of 1 ~ 63
IP Address Decimal IP address
-41 -
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[instruction]
Switches, relay information to the DHCP server will take option82, VLAN ID must be configured to DHCP
message taken VLAN can bring option82 information.

[ Configuration example ]

Such as: add circuit control, proxy remote, ip address information.

I Option82 Config
Circuit Control Proxy Remote IP Address
Circuit Controlf 123 :| N
CircuitDz | [1 [ I*
VLANID: | 1 1=
(Save )
| Number | Circuit Name Circuit ID
I Options2 Config
Circuit Control | P Address
Proxy Remote: |[Swest |
Proxy Remote ID: 2 il
VLANID: ||t i
Proxy Remote Name Proxy Remote ID

I Optiong2 Config
e
IP Address: |[192. 165 1. 35 |%
VLANID: |1 =
(w])
| Number | 1P Address
4.8. QoS

In the navigation bar to select "QoS", you can set to the Queue Config and Mapping the Queue.

» QOS
* Queue Config

* Mapping the Queue

_42-
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4.8.1. Queue Config

In the navigation bar to select” QoS>Queue Config", Can be set up queue scheduling policy .the
following picture:

I Queue Settings

Queuwe Mode: &SP -

[ parameter description]

Parameter Description

Can choose four kinds of modes:

RR round-robin scheduling
Scheduling strategy SP absolute priority scheduling

WRR weighted round-robin scheduling
WFQ weighted fair scheduling

Set the weights of each queue, they will be in proportion to

WRR-weight:
welgnts occupy the bandwidth to send data

[instruction]

Queue 7 can not for 0.

[ Configuration example]

Such as: set the scheduling strategy for WRR, weight value respectively, 10, 11, 12, 13, 14, 15, 16, 17.

I Queue setting
Scheduling strategy:| WRR. -
Byte weight{0~127):| 10 11 12 13 14 15 18 17
b =Yalald A
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4.8.2. Mapping the Queue 4.8.2.2. DSCP COS Map
4.8.2.1.COS M In the navigation bar to select "QOS>Mapping the Queue>DSCP COS Map", Differential service can be
e Queue Map mapped to the corresponding service categories. the following picture:
In the navigation bar to select "QOS>Mapping the Queue>COS Queue Map", Service category can be [ S5 Gusue Map H[ HQiteRs Mop 1
mapped to the corresponding queue. the following picture. | pierentar semice code pent mapping team st
Server ID o 1 2 3 4 5 6 7 8 9 10 1" 12 13 14 15
[ ~cus e vie» | SR G SMael || oo Nos searti 8 o o) o o) o i
I Mapping Queue Status Information Server 1D 16 17 18 19 20 7 22 23 2 25 26 27 28 29 30 3
Senverlist2 |2 v]|[2 vi|[2 v]|[z ]Iz *]|[z v]ll2 v]i[2 v]|[z ~]i3 ]|z ~]lla v]is v]i[z v]i[z v]|[3 ]
enery 2 : = 2 = 2 5 i Server ID 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Queue D 0 - 2 .y 3 - 4 . 51, 6 . R serverist3 |[4 v ]|[4 v]|[a v|[a v|/[a v|/[¢ v||[a v]/[a v]/[5 v||[5 v]|5 v||[5 *||[5 v][5 v[5 v]/[5 v]
Server ID 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
severListd |[6 v]|[6 v]|[s vile v]if6 ~]ife ~]i[c ~]ife +]i[7 ~]|[7 ~]|l7 v]|[7 *]|[7 ~]|[z ~i7 v]j[7 ]
[ parameter description]
Parameter Description [ parameter description]
Server ID COS the VLAN priority fields (0 to 7) Parameter Description
Queue ID Set each cosine value mapping queue number (0 to 7) Server list DSCP field has seven (0-63) is divided into four tables
[ Configuration example] Queue ID Map the DSCP to COS fields (0 to 7), based on the cosine is
. . mapped to a queue
Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10.

[ [instruction]
[ COS Queue Map ] [ DSCP COS Map l [ Port COS Map Cos priority is greater than the DSCP, DSCP priority is greater than the port.
I Mapping Queue Status Information [ Configuration example]
Such as: the DSCP value of 3, 13, 40 mapping to cos 5 .
‘ Server D o 1
COS Queue Map H DSCP COS Map H Port COS Map ]
i} [
‘ et 1—' IDillemnﬁalsnwioenﬂdemilll"mﬂnleamisl
[ | m | Server ID o 1 ) ‘/}\ 4 5 6 7t 8 9 10 1 12 13 14 15
Server List 1 IEIDIZ)IDID TR | G G G A | (N |
3 Server ID 16 7 18 H'B/ 20 21 22 23 24 25 26 27 28 29 30 31
| aueve setiing
Senverlist2 [2 v]|[2 V][> v]|[2 v]i[2 v]i[z v]i[2 v]|[s v]i[3 *]|[3 ][5 v]|[5 v]|[3 *]i[3 v]|[s *]i[z ]
Scheduling strategy: WRR ] ServerD | 32 | 33 | 34 | 35 | 36 | 3 38 | 30 | 40 | M 42 | 43 | a4 | 45 | 46 | 47
Byteweignt0-127k 0 |9 ¢ o 0 @ 0 (w) P o) a3 ) a3 |
Server ID 48 49 50 51 52 53 54 55 56 57 58 = 60 61 62 63
serverbist4 |[6 v]|[6 v]|[s v]i[6 v]i[s v]i[s vlils v]ile v]|[7 ~)|[7 ~)|[@ ~JilF v]i[z ~]i[7 ~]i[7 ~]|[7 v]
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4.8.2.3. Port COS Map

In the navigation bar to select "QOS>Mapping the Queue>Port COS Map”, Port can be mapped to the
corresponding service categories. the following picture:

[ cosaueuemap || oscrcoswap || aricoswp |

| porcos mapming
L |
ServerID: [0 v]
oa: [ +
| conotist
bt | senverid [ Tnsthote
I B 2 5 . s . T
. T
2 T
s T
. T
7 '
First Back[1]{21[3114] Next Las\!u?agﬂ
[ parameter description]
Parameter Description
Port Select the port number (1-28)
. Mapped to the service ID, and then according to
Service ID PP . . 9
the service ID into the queue

[instruction]
Cos priority is greater than the DSCP, DSCP priority is greater than the port.
[ Configuration example]

Such as: port 4,5,6 respectively cos4,cos5,cos6.

I port COS mapping

Geonly )

I port COS mapping

po 5 -
server 5 -
-46 -
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I conrol st

port serverlD

4.9. Addr Table

In the navigation bar to select "Addr Table", you can set to MAC Management, MAC Learning and
Aging and MAC Filter.

I Address Table Config

MAC Management MAC Learning and Aging MAC Filter

Clear MAC: Clear appoint MAC : ¥ |
VLAN: valid Range (1 to 4094)
wachgiress: [ |

_47 -
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4.9.1. MAC Management 2)clear port 6 static Mac addresses.

I Address Table Config

In the navngatlon bar to select "Addr Table>MAC Management : You-can add static Mac and delete HAC L caniing 2l Agihg R
Mac and view to the current of the Mac address table. The following picture: !

| Aaress Tabe conno Clear MAC: |Clear appoint MAC ; ']
MACLeamingand Aging | MAC Fier VLAN: [ || validRange (1104084
Clarmac; (Gl appontiAG v | MAC Address : | [3C:97:0E:4F:67:F2 ||
VLAN: 1 | valid Range (110 4094)
— WAC Address ]
alalattetasfalalalalalols
== . .
istsiststsisiststetsistsimim] 4.9.2. MAC Learning and Aging
i i s T NP UBBH B NDD
§77 Optional G2 Fixed port iR Selected [77 Aggregation §°3 Trunk [ IP Source Enable Port
"’A;“C";m“: L ;“"“"‘““‘“‘““" In the navigation bar to select "Addr Table>MAC Learning and Aging", Can be set up port Mac
| sae address study limit and Mac address aging time . the following picture:
MACAddressList: [AI v

‘ Number MAC Address vLaniD Address Type Port I Address Table Config

1 00:0E:C6:06:21:5C 1 dynamic 7 MAC Management MAC Learning and Aging MAC Filter

firstpage prevpage [1] nextpage last pagelt /1page

9 11 13 15 17 19 21 23 25 27

1 3 5 7
o 7 L e i o s e e e e e e
[ parameter description] e e e =
2 4 6 8
b=

10 12 14 16 18 20 22 24 26 28

Parameter Description
Optional 5 Fixed port G Selected [17Aggregation [.3 Trunk TEJIP Source Enable Port

Can choose to clear the multicast Mac address, MAC Learning Limie 50— (Learning Range 0-8151)

clear dynamic unicast Mac address, clear static
Save
Clear Mac unicast Mac address, clear the specified Mac
address Mac address table MAC Address Aging Time: 300 (0 indicates no aging,10-1000000 second)
['san |
VLAN Fill in the need to add or delete VLAN id, not
create VLAN to create can only take effect [ parameter description ]
[instruction] Parameter Description
According to different conditions to clear Mac address, view/add/learn the Mac address, Mac address MAC Learning Range 0-8191,default 8191
filtering. MAG Add Adi
ress Aging
[ Configuration example] Time Default 300

Such as: 1) the port 6 Mac set to static Mac. . .
[ Configuration example]

1 3 5 7 @& 1 43 45 A7 40 21 23 95 o7 Such as: 1) setting port 2address study limit for 2000 .
Bid ot i o ! Sn? i), ok il Gt ] Fu? ][]
EEUEBUUEUUUDD
2 4 8 10 12 14 16 18 20 22 24 26 28

57 Optional I Fixed port i Selected §17 Agaregation .7 Trunk TEIP Source Enable Port
VLAN: i1 | valid Range (1to 4094)
MAC Address: [(3C:97:0E 4F:57:F2 | |
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I Address Table Config
MAC Management MAC Learning and Aging MAC Filter

9 11 13 15 17 19 21 23 25 27

=
SRR R N L
sl Tl fil Vel Gl T o T (] ]

8 10 12 14 16 18 20 22 24 26 28

5
1
Il

6

3
1
E_O‘cmuna\ G5 Fixed port i Selected {17 Agoregation {7} Trunk [EJIP Source Enable Port

MAC Learning Lim (Leaming Range 0-8191}

-

2)will be dropped or learn the Mac address of the port equipment after 2 minutes disappear
automatically from the Mac address table

MAC Address Aging Time: Ji2a | | (Dindicates no aging,10-1000000 second)
I

4.9.3. MAC Filter

In the navigation bar to select"Address Table>MAC Filter", Can be filtered according to the condition
does not need the Mac address. the following picture:
| Aseres Taie cont

A aragomnt_ || ac Loron na g

MAC Address: | ]

VLAN: | Valig Range (110 4094)

[sae |

e \ wano e ot

firstpage prevpage [1) nextpage lastpageit |11 page

[ parameter description]

Parameter Description
MAC address Can’t add multicast Mac address
VLAN VLAN number

[ Configuration example ]
Such as: the Mac address for 00:20:15:09:12:12 added to the filter in the table.

-50-

I Address Table Config
MAC Management MAC Learning and Aging MAC Filter

MAC Address: |[00:20:15:09;12:12
VLAN: (|1 | valid Range (1o 4084)

MAC Address VLANID

4.10. SNMP

In the navigation bar to select "SNMP", you can set to the Snmp Config and Rmon Config.

» SHNMP
* Snmp Config

* Rmon Config

4.10.1. Snmp Config

4.10.1.1. Snmp Config

In the navigation bar to select "SNMP >Snmp Config", you can Snmp function enable. The following
picture:

[ SNMP Config H Community Config “ Group Config H User Config H Trap Config H View Config ]
ISHMPConﬂg

D

[instruction]
The SNMP function must be turned on in the configuration RMON, otherwise it will be configured to fail.

[ Configuration example ]

Such as: open Snmp.

[ SNMP Config ” Community Config H Group Config H User Config ” Trap Config H View Config ]

I SNMP Config
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4.10.1.2. Community Config

In the navigation bar to select "Snmp >Snmp Config>Community Config", Can specify group access.
the following picture.

[ SNMP Config H @” Group Config H User Config H Trap Config ” View Config \

I SNMP Community List

@ Community Name Access Authority

@ New community @ Delete Selected Community

[ parameter description]
Parameter Description
Community Community string, is equal to the NMS and Snmp agent

communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified Read-only can write: specify
the NMS (Snmp host) of MIB variables can only read, can also
be modified

Access authority

[instruction]
The upper limit of the number of groups is 8.

[ Configuration example ]
Such as: add a read-write group called public...

[ SNMP Config } [ Community Config 1 [ Group Config I [ User Config } [ Trap Config | [ View Config }
| stwp community List E
L SNMP Community Configuration =
Community Name : | public | * string Length (1-16)
ccess Authority : || Read Write v

=E En

4.10.1.3. View Config

In the navigation bar to select "SNMP >Snmp Config>View Config", Set the view the rules to allow or
disable access to some of the MIB object. the following picture.

[ ‘SNMP Config H Community Config H Group Config H User Config ” Trap Config H l
ViewName | | * stinglength[1-16]

I View Rule List| v|  Delete View
] Rule MIB Subtree OID Subtree Mask
@ NewViewRule @ Delete Selected View Rule Firs
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[ parameter description]

Parameter Description

View name View name

include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB Subtree OID View the associated MIB object, is a number of MIB
Subtree mask MIB OID mask

[instruction]
Each view is best to configure a view rule, otherwise it will affect the SNMP function.

[ Configuration example ]
such as: establish a view 123 , MIB subtree oid .1.3.6.1 contain among them.

" SNMP Config ” Community Config } " Group Config ] ‘ User Config } " Trap Config } [ View Config

View Name * String length[1-18]
(Mewsiew )

[ SNMP Gonfig H Gommunity Gonfig H Group Gonfig H User Gonfig H Trap Gonfig H View Gonfig

View Name
kel Edit View Rule la3a
JREM R 12 z Note: Excluded applies to a subset of theincluded content Exclusive use does nottake effect
Rule Rule ® Jciuce © Excude

i s WB S 00: [C36 ] ] * g nshiiad
SubtreeMask: | ] * String length(1-31]

4.10.1.4. Group config

In the navigation bar to select "SNMP>Snmp Config>Group Config", setting Snmp group. The
following picture.

" SNMP Config 1 [ Community Config } [ @} [ User Config ] [ Trap Config 1 [ View Config l
I SNMP Group
8 Group Name Security Level Read View Read and Write View

@ NewGroup @ Delete Selected Group

-53-



24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

[ parameter description]
Parameter Description
Group name Group name
Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be

Security Level kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Read view, read and | The associated view name
write view ,study view
[instruction]
Before the cap on the number set of configuration of 8, the new group needs a new view to create a
group.
[ Configuration example ]

Such as: firstly, new view 123, then new group of goup1.

I View rule list 123 v | delste view

] nle MB subrz2 0D subtree mask operation
(ul incuded 1361 2z %
@ New viswrule © Deleta select View rule st oage pravoage [1] ned page lastpage:
‘ SNMP Config ‘ [ Community Config H Group Config H User Config ” Trap Cenfig ‘ [ View Config
SNMP Groug
Group Name Saciirite | sl o visw Boad and Wirite viey |
= New group
Group Name : =roupt | = string Length (1-16)
\ Security Level: Authentication andf ¥ |
Read View none v]
Read and Write View : | none v]
Notify View: none v]

[ | =
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4.10.1.5. User Config

In the navigation bar to select "SNMP>Snmp Config>User Config", setting Snmp user. The following

picture:

([onme cora | [ Communty canta_| [ o centa || Grcer |[_Tapcents |[ vieweerma

] s ver

© NewUser @ Delete Select User

[ parameter description]
Parameter

User Name

Security Level

Authentication Mode

Authentication
Password

Encrypt Mode
Group Name

Encrypt Password

[instruction]

Cap on the number configuration of 8, users need a new view and group to use, the user's security level

Group Name Encrypt Mode. Encrypt password Edit/ Delete

First Back[1] Next Lasfl  |/1Page

Description

User name, range 1-16

Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be
kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Specified use MD5 authentication protocol or SHA authentication
protocol

Range 8-10

Specified using AES encryption protocol or DES encryption
protocol

A user group name

Range 8-60

must be consistent with the group level of security. Add a user authentication and encryption, and
configure belong to groups of users, the user will be used for Snmpv3 connection.

[ Configuration example]

Such as: new view 123, the newly built group group1, new users user1 .
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SNMP Config H Community Config H Group Config H User Config H Trap Config ” View Config

SNMP User

User Name

4.10.1.6. Trap

Na Mod D, ot st My

Group Name :
N

Edit SNMP user

User Name = fusert ||* string Length (1-16)
Security Level : | Authentication andr ¥ |

Mode : | MD5 v

Password [tzsasors ]| swingLength (8-60)
Confirm Password: [iz3dsere  ||*
Encrypt Mode : [Es =]
Encrypted Password : [ ]| sringLengtn(8-60)

Confirm Encrypted Password: | | *

Save Exit

In the navigation bar to select "SNMP>Snmp Config>Trap", Can specify sent the trap messages to
Snmp host (NMS). the following picture:

[ SNMP Config H Community Config H Group Config H User Config || .\@H View Config }

I Trap Destination Host
[°) Destination IP Address

© NewTrap © Delete Selected Trap

[ parameter description]
Parameter

Destination IP address
Security name

version
Security mode

Group name

[instruction]

Security Name. UDP Port Number Security Mode.

First Back[1] Nex

Description
Snmp host ipv4 address

Snmp user name
V1,v2,v3

Specified using AES encryption protocol or DES encryption
protocol

User group name

The Trap cap on the number configuration of 8, you can configure a number of different Snmp Trap host
used to receive messages. Trigger the trap message time: port Linkup/LinkDown, equipment of cold -
start (restart when power supply drop)/warm - start (a warm restart), and Rmon set port statistical

fluctuation threshold.

[ Configuration example ]

Such as: setting hoset 192.168.2.30 receive trap information.
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[ SNMP Gonfig H Community Gonfig ” Group Config H User Gonfig ” Trap Config H View Gonfig }

Trap Destination Host

Socurity Name 10D Dart Number Socurity Mad
X

Destination IP Address { [[182 168 1 30

Security Name : [usert
UDP Port Number : 162
Security Mode : v

4.10.2. Rmon config

4.10.2.1. Statistics Group

In the navigation bar to select "SNMP>Rmon Config>Statistics Group", Set an Ethernet interface
statistics .the following picture:

[ statistics Group || History Group | Alarm Group || Event Group
| statstios croup List
Index Interface Hame Owmer Edit/ Delete

© New Count Group @ Delete Selected Count Group. firstpage prev page [1] nextpage lastpage: e

[ parameter description]

Parameter Description

The index number, the value range of statistical information table

Index is 1 ~ 65535

Interface Name To monitor the source port

owner Set the table creator, range: 1 ~ 30 characters of a string
[instruction]

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

[ Configuration example ]
Such as: set up monitoring Ethernet port after 4 to check the data.
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Statistics Group l [ History Group } { Alarm Group 1 [ Event Group [parameter description]
feticeCrouy List Parameter Description
Index lotarfaca Name Qwnar . . . . .
-  Statistics Group Cenfiguration Index Historical control table item index number, value range is 1 ~
i Index:|[77 | 65535
\ Interface Name : | interface Gio/4 | Interface Name To record the Ethernet interface
'l‘ Owner :| Caco j * String length[1-30]
. Set the history control table item of the corresponding table
Maximum Number of . ’
Samples capacity, namely the Max for number of records the history
P table, value range is 1 ~ 65535
. Set up the statistical period, scope for 5 ~ 3600, the unit is in
Sample Period g P P
seconds
Statistics Grou; History Grou ‘Alarm Grou| Event Grou
[J; > [ mpee | - | 2 Owner Set the table creator, range: 1 ~ 30 characters of a string
e T — & (ﬁ\‘)
7 X
TS e e ik s P ES e [instruction]
Number of Received Packets :L 913 . . . . . . .
Narmber of Received Broadcasting Packets: s At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
Number of Recetved Hliast Packts: 52
Numbr of Recevad PacketsWithCRC Check Faled appear.
: o
Humber of Recetved Packes Smaler Than 64 Bys a2 [ Configuration example ]
Nuer o Receved Packets Laryr Than 1513 J
Such as: monitor Ethernet port 4 historical information.
P!
[ Statistics Group H History Group H Alarm Group H Event Group ]

| mistory group st

4.10.2.2. History Group

index e e
‘histery group configuration sl
In the navigation bar to select "SNMP>Rmon Config>History Group", Record the history of an i I
. . . . . interface name: interface Gi0/d ] ®
Ethernet interface information. the following picture. " E
aximum
number| f___ |
- samples: 22222 * [1-65535]
Statistics G Histc Gi Al: G Event Gi
‘I“Iml;:::pu:up H@” o |[Eeearmer | sample peripd_23 | * second o
ST e e e = I s =

© New'istory Group @ Delete Selected History Group. First Back[1] Next Lasti  |11Page

4.10.2.3. Event Group

In the navigation bar to select "Snmp >Rmon Config>Event Group", The way in which define events
trigger and record them. the following picture.

[ statstics Group H History Group H Alam Group H@E’W ‘

I evntgroup st
L} index description owner acton status operation

@ neweventgroup @ delete select event group Tistpege prevpace (1] nex page lastpeget  (pege
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[ parameter description]
Parameter Description

The index number, the value range of the event table is 1 ~

Statistical Group Index
65535

Index

The Trap events, when the event is triggered, the system will
Description send the Trap message, Log events, when the event is triggered,
the system will log

Sampling Time Interval

Set the table creator, ownername for 1 ~ 30 characters of a Sampling Type

Owner h
string

[instruction]

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

Last Sample Count

[ Configuration example ]

Such as: create an event to trigger 345, the system sends the trap message and log . Upper Alarm threshold
Limit
[ Statistics Group H History Group H Alarm Group H Event Group ‘
T Lower Alarm threshold
e o Limit
/A‘D event group configuration Ex|
ey - [ index:35 | * (165535 Upper Alarm/Lower
description| 212 [ * sting tenginit-30] Alarm threshold Limit
owner{Cocs | * stinglength[1-30] Events
action:(¥ Log [ Trap
Owner

= e

[instruction]
4.10.2.4. Alarm Group

16:Pkts128t02550ctets. 17:Pkts256t05110ctets.
18:Pkts512t010230ctets. 19:Pkts1024t015180ctets

Set up the corresponding statistics statistical index number,
decided to statistics to monitor the port number

Sampling time interval, the scope for 5 ~ 65535, the unit for
seconds

Sample types for the absolute value of sampling, the sampling
time arrived directly extracting the value of a variable

Sampling type for change value sampling, extraction of the
arrival of the sampling time is variable in the change of the
sampling interval value

Set the upper limit the Parameter values

Set the lower limit Parameter values

Upper/lower limit reached, for each event

Set the table creator, ownername for 1 ~ 30 characters of a
string

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will

appear. This configuration need to configure statistics groups and events.

In the navigation bar to select" Snmp>Rmon Config>Alarm Group", define alarm group. The following [ Coni " le]
onfiguration example

picture.
Such as: new statistics group of 77 and the event group 345, set up more than 12 and below the lower
[ smtstios Group || bistory roup [ Group [ Event Group limit 3 , Beyond the scope of alarm .
| marm Group st
0| mtex] “rent | crougaen | el | Te. | Comt - | Tesnoitimt | T mEvene | Toromoutimt | Ui |O%er| St | ol
© New Alarm Group @ Delete Selected Alarm Group First Back[1] Next Lasllim Page

[ parameter description]
Parameter Description
Index The alarm list items index number, value range is 1 ~ 65535
Statistical type values :3:DropEvents. 4:Octets. 5:Pkts.
Static Event 6:BroadcastPkts. 7:MulticastPkts. 8:CRCAlignErrors.

9:UndersizePkts. 10:OversizePkts. 11:Fragments. 12:Jabbers.
12:Collisions. 14:Pkts64Octets. 15:Pkts65t0127Octets.
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[ e curentuser niame: aomin , TV NV

[ Statistics Group H History Group H Alarm Group H Event Group

4.11.1.1. LACP Setting

l alarm group list

e e : In the navigation bar to select "LACP>Lacp Config>LACP Setting" the following picture:
statistical group configuration =
static Statistical group - .
index
g i index:| 123 * [1-65535]
Jarm group Static table:| DropEvents E [ CP Settin ] [ LACP Display ]
Statistical group index:| 77 v
Sampling time interval:| 125 * second I LACP status
Sample type:| Absolute - OpenLACP: [J
ower:| Coco * string length{1-30)
The alarm threshold limit:| 12 * [0-2147483647]
Events that exceed the| i =
threshold imit| 345 I LALE pubc PHARDAL SPIMY
Alarm threshold it 3 * [0-2147483647] System priofity (1-65535)
Events below the threshold|
345 =
@ I LACP activation port parameter settings

choose port to set up:

alalwlolalaratubelwlataloale
o
4.11. LACP Tk gt i o i o Tl T Tl O g

10 12 14 16 18 20 22 24 26 28

In the navigation bar to select "LACP", you can set to the lacp config.

§2optional GEJ Fixed port G Selected T17Aggregation .73 Trunk TE7IP Source Enable Port
» LACP Tip: Click and drag cursor over ports to select multiple ports  Select all Selectall others Cancel
Port priority: (0-65535)

* Lacp Config Agoregate portnumber: (1 v

Aggregatemodel: [acive v |

4.11.1. LACP Config

In the navigation bar to select "LACP>LACP Config" the following picture: LACP status

[ Lace sening || Lacroispay |

| taco sis ACE
OpenLACP: [

[ hce i armeer e

Systemprionity [I | (1-65535) Om“ LACP : D

| wace acuvation port parameter setungs

o w
9 11 13 15 17 19 21 23 25 27 X LA

R
mininlelaleieieisisle e i)
b Tt T T B il B 1 B ] B
P i i PR R B D BEABE :
§"20ptional 2 Fied port i Selected {1 Aggregation {3 Trunk JE3IP Source Enable Port
s ko s irsor oS SR Vo R Salecil Seiscesiiohias Cancet Open or close LACP.
Portpriority: | | (0-65535)
Aagregate portnumber 1 v LACP public parameter settings
Agoregate model: [acive  v|
Apply
P public parameter settin
System priority [1 | {1-65535)

ST

You can set to System settings, range 1-65535.

LACP activation port parameter settings
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P activation port parameter settings
| smng s

choose port to set up:

3 5 7 9 11 13 15 17 19 21 23 25 o7
L o i o B [ B e v e =
QQQUBBUUBBUDD

10 12 14 16 18 20 22 24 26 28

["10ptional § Fixed port g Selected {19 Aggregation §] Trunk JE{IP Source Enable Port

Tip: Click and drag cursor over ports to select multiple ports - Selectall Selectall others Cancel

Port priority: 1 (0-65535)

Aggregate port number: | 1 v

Aggregate model: | aciive v

oy

[ parameter description]
Parameter Description
Port priority You can set to Port priority. Rang 1-65535

Aggregate port number | You can select the Aggregate port number.

You can select the Aggregate port number. Include active and

Al t |
ggregate mode! passive.

411.1.2.  LACP Display

In the navigation bar to select "LACP>Lacp config>LACP Display",You can see the table of lacp . the
following picture:

[ | s

 acoit

AggregatelD | PortiD | Portstatus flag. Portstate  Prioricy Port operation key Port number Lacp Protocol state Lacp Partner State Operation

Fist Back 1] Next LasfE |11 7age

4.12. SYSTEM

In the navigation bar to select "SYSTEM", you can set to the System Config, System Update, Config
Management, Config Save , Administor Privileges and Info Collect.

» SYSTEM
* System Config

* System Update

* Config Management
* Config Save

* Administrator Pri...

* Info Collect
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4.12.1. System Config

4.12.1.1. System Settings

In the navigation bar to select "SYSTEM>System Config>System Settings", Basic information set
switch. the following picture:

[‘EE“E@ H System Restart ” Password ” EEE Enable H SSH Login H Telnet Login ” System Log }

I Basic System Information

Management VLAN:[1 V|~ Device MAC: [00:E0:46:00:00:00
Management IP: . Ipv6 Addressz [ |
Subnet Mask: & Device Name:
Default Gateway: Device Location: [ |
Jumbo Frame: [1518  |(1518-6216) Contacts(include
DNS Server: maiboxy: [ ]
Login Timeout

Minutes):

I System Time

Current System Time: 2000-01-01 01:06:08
Set Time:
[ NTP Server

oo

[ parameter description]

Parameter Description

Device Name Switch name

Management VLAN Switches use VLAN management

Management IP Switch IP address management

Timeout Don't use more than login timeout after login to log in again

[ Configuration example ]

Such as: 1) set up the VLAN 2 is management VLAN, should first created vlan 2 the VLAN Settings, and
set a free port in the VLAN 2.

2 vone [ VLAN Settings || Access Port settings || Trunk Port Setings || Hybrid Port ettings |
 cuicky Set | wanios
rave =) wanio VAN Neme VAN P port cat 1 Dolte
' ANt 192160111024 a1z &
o] > oo ]
» PoE © NewVLAN © Now Multiple VLAN @ Delets VLAN Fist Back[1] Next Las{i___|/1Page
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I Basic System Information

M tvLaN: [ -

Management IP: o

Subnet Mask: *
Default G y:[oooo |

Jumbo Frame: 1518 | (1518-9218)

DNS Server: | |
Login Timeout
(Minutes): 30 |

v ot

I Basic System Information

VLAN:|[2 % Device MAC: [00:E0:4C:00:00:00 |

M; Ip: [192.188.1.110 | * Ipvé Address: |
Subnet Mask: £ Device Name: [Swicch |
Default Gateway: Device Location: | |
Jumbo Frame: [1518  [(1518-9216) Contacts(include
DNSServer: || mailbox): [ ]
Login Timeout

(inutesy:

2) insert the PC interface 9 or 10 ports, set up the management IP for 192.168.2.12, device name is
yoyo,

I Basic System Information

Management VLAN:[Z * Device MACH [o0.ED:4C:00,00:00 ||
Management IP:|[19z. 168.2.12 | * Ipvé Address: [ ]
Subnet Mask:| 2 Device Name: @]
Default Gateway: Device Locationj | ||
Jumbo Frame: (1518-9216)  Contacts(include mailbox)| [ ||

DNS Servers|[ |

Login
Timeout{Minutes}:

3) use 192.168.2.12 logging in, sets the system time .
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I system time

current system time: 2000year01month01dayMorning07:53:25

Reset time: | =

Automati ¢ 4 — 2015 [

M Sun Mon Tue Wed Thu Fri Sat
520 3 a4 B e
8 9 10 11 121314
15 16 17 18 19 2021
22 23 24|25 26 2728
2
9

29 30 3 45
6 ¥ 10 1112

Time[16:51: 5[0 €
| Clear [(Today] ok |

L=- T

412.1.2. System Restart

In the navigation bar to select "SYSTEM>System Config>System Restart", equipment can be
restarted. the following picture:

‘ System Settings ” || Password ” EEE Enable ” $SH Login

I System reboot

[instruction]
Click the button to restart the switch. The restart process may take 1 minute. Please wait patiently. The
page will be refreshed automatically after device restart.

[ Configuration example]
Such as: click "restart" button.

[ System Settings H System Restart H Password H EEE Enable
Isrstem reboot

-67 -



24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

[instruction]

4.12.1.3. Password
Configure the user to be able to switch through the SSH login device.

In the navigation bar to select "SYSTEM>System Config>Password", The password change to [ Configuration example ]
equipment. the following picture: Such as: SSH open, you can CRT to log in.
[ System Settings H System Restart ” Password H EEE Enable ” SSH Login H Telnet Login H System Log ]
[ System Settings ] | systemRestart ] [ Password ] [ EEE Enable ] [ SSH Login

I Change Administrator Password

I SSH Config

Password type: | Encrypted passworn ¥
OdPassword:|  |* [~ F
Confirm New Passwerd: |+ e =
imeout: i
sae
[instruction]
1. If you set a new Web login password, then log in again after seting the new password. 4.12.1.5. Telnet Login

2. Password can not contain Chinese, full-width characters, question marks and spaces.
In the navigation bar to select "SYSTEM>System Config>Telnet Login", Telnet open. The following

3.If forget the password reset, can be reset in the console.

picture:
switch(config)# password admin - , )
New Password:3456 E System Settings ” System Restart ” Password H EEE Enable H $SH Login ” @” system Log ]
Telnet Config
Confirm Password:3456
C—=
[ Configuration example] ettt
[saw |

Such as: amend the password to 1234.
[instruction]

[ System Settings ] | System Restart ] | Password Configure the user to be able to switch through the Telnet login device.
I Change Administrator Password [ Configuration example ]
Password type:{ | Encrypted passwar ¥ | Such as: Telnet open, PC Telnet function open, you can log in .
Old Password:|++++ $
I Telnet Config

|
New Password:|++++ [
Confirm New Password:|+++ | = @
TonetTmeouts

o

4.12.1.4. SSH Login

In the navigation bar to select "SYSTEM>System Config>SSH Login", SSH open. the following picture:

[ System Settings H System Restart ” Password H EEE Enable H $8H Login ” Telnet Login H System Log
IssHConru
-
SSHTimeouts |
[sme |

-68- -69-



24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

4.12.1.6. System Log

In the navigation bar to select "SYSTEM>System Config>System Log", to view the log and set up the
log server. the following picture:

[ System Settings H system Restart H Password H EEE Enable H SSH Login H Telnet Login ” \S/ystemLug\)‘
ILogconng ige==s
Log Switch: (D )
severt: [ |
Send Log
Level:

| Save settings |
I Current Log Information

Keyword | | [Semch | [ ClearSysiog

Syslog logging: enabled -

Console logging: level informational, 12 messages logged

Monitor logging: level informational, 0 messages logged

Buffer logging: level informational, 12 messages logged

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: disable

Sysname log messages: disable

Trap logging: disable

Log Buffer (Total 16284 Bytes):

Jan 0100:00:40 %PORTMANAGE-Notifications-UPDOWN: interface gigabitethenet 7, changed state to up
an 01 00:00:50 %COMMON-Informational-SYSTEM-REBOOT: system cald reboat

an 01 02:46:31 TREE: STATE: interface 7, changed state to blocking
an 01 02:46:31 TREE STATE: interface 7, changed state to blocking
an 01 02:46:31 TREE: STATE: interface gi 7, changed state to leamning

[ parameter description]

Parameter Description

Log switch Open and close

Server IP Appoint to server address
Send Log Level 0-7

[instruction]
Open log switch, set up the syslog server, system log will automatically be pushed to the server.
[ Configuration example]
Such as: 1) the error log information in 192.168.2.1 pushed to the server
I Log Config

Log swicr: | (I
Server IP: 192. 168. 1. 110 |

Send Log

Level: Errors(3) v
‘@e setling; )

2)input the Mac keywords , click "query "button, click on the "clear log" button, can clear the log .

-70 -

24-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

I current log information

ety || deariog

Syslog logging: enabled

Console logging: disabled

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 444 messages logged

Timestamp debug messages: datelime

Timestamp log messages: datetime

Sequence-number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 444 message lines logged, 0 fail

Log Buffer (Total 4096 Bytes).

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: vian-filter enable

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLIload config excute cmd error: mac-lan enable

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: subnet-vlan enable

Jan 01 00:00:22 %PORTMANAGE-Informational-PORT: set port 26 flow control off

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: rate-limit input 262143
Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: rate-limit output 262143
Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: cvian-frusted enable
Jan 0100:00:22 %CLI-Ermors-CLIERRINFO: CLI load config excute cmd error: vian-translation ingress disable
Jan 01 00:00:22 %CLI-Emors-CLIERRINFO: CLIload config excule cmd error: vian-translation egress disable
Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd error: vian-filter enable

Jan 01 00:00:22 %CLIErrors-CLIERRINFO: CLI load config excute cmd error: mac-vlan enable

4.12.2. System Upgrade

In the navigation bar to select "SYSTEM>System Upgrade", Optional upgrade file to upgrade. the
following picture.

| System Upgrade ‘

ICllrmnt Software Version: V103SP7D180809

File Name: Browse...

[instruction]

1 please confirm that the upgraded version of the same model and the same model.

2 in the upgrade process, you may encounter flash to make the page is temporarily unable to respond to

the page, this time can not power off or restart the device, until prompted to upgrade successfully!
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4.12.3. Config Management

| importExport Contig || Restore config || Factory Reset

4.12.3.1. Import/Export Config el

Save As
20 8 a3 PRes I ge WA e Mot @ &~ 1 EDeskop » ¥ @] [Search Desiiop
Prompr: Amumwmuwmummmmum‘
) ) . ) ) File Nome: I - E‘ Organize v New folder &~
In the navigation bar to select "SYSTEM>Config Management>Import/Export Config", can import and 45 Favorites - »
- uration fi - 0 picture: ] X R -
export configuration files, the backup file. the following picture: | Bectup e st e €
Name. | 4 Recent places *] This PC I (s
[ Import/Export Config ” Restore Config ” Factory Reset } il & Homegroup 1, New Rich Text Document
w Network ﬂ Rich Text Document
E 8 This PC =] Toytes
® Backup @ Import Configuration S Network
File Name: conf
File name: (999
Save as type: |All

I Backup File List i

T— = Hide Folders [ [

{ Name Size | ==

1234 conf 349K

[ Current configuration H Configuration backup H Restore factory configuration
[instruction] (St Curent Sontic
. . . @ backup @ import configuration

Import process can not be closed or refresh the page, or import will fail!

Import process can not be closed of refresh the page, of import will faill

prompr: After the introguction of configuration, to enable the new configuration, please in this pagé_Reslart device Diherwise configuration does not take effect

e name: Yo file seleeted

After the introduction of configuration, to enable the new configuration, please in this page Restart
device Otherwise configuration does not take effect.

[ Configuration example ]

Such as: 1) in the configuration first save the page, click save configuration to save the current 3)backup.
configuration, then export the configuration.

{ Import/Export Config ” Restore Config H Factory Reset
| imporvexportcontig || Restore Config || Factory Reset | Shor Current Confis Eaport Donfis
Carxent Config Esport Config
—— @Backup ! Import Configuration
(@hscion_Oimport contouraton nmme:_.m
e — —

123.conf

286K

2) import configuration.
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00:07:46 2000-01-01

Size

1234.conf 340K

4.12.3.2. Restore Config

In the navigation bar to select "SYSTEM>Config Management>Restore Config", you can configure
backup file. The following picture:
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[ mportiExport config || m” Factory Reset

Name size Time Stamp
®  12357.conf 400K 07:19:00 2000-01-01

1234.conf 349K 02:47:48 2000-01-01

|® Restore Backup ) Delete Backup ) Save Backup  © Rename Backup

|

[instruction]

Operating this page should be in the current configuration page first, the backup file.
[ Configuration example]

Such as: restore backup.

[ Import/Export Config } [ Restore Config } [ Factory Reset
Name sie Time stamp

1234.conf 349K 02:47:46 20000101

O Restore Backup O Delste Backup ) Save Backup  ® Rename Backup

| leon

412.3.3. Factory Reset

In the navigation bar to select "SYSTEM>Config Management>Factory Reset", Can export the current
configuration and restore factory configuration .the following picture:

[ Import/Export Config H Restore Config || Factory Reset

lmfxz} |1§e__'s_'t%‘g’e':.

Expurt surr Eactory

[instruction]

Restore the factory configuration, will delete all the current configuration. If you have any useful
configuration, the current system can lead the factory configuration again after the current configuration.

[ Configuration example]

Such as: restore configuration can be the guide before they leave the current configuration .

{ Import/Export Config ” Restore Config ” Factory Reset

con 'i-z g estore to fact nrr%

4.12.4. Config Save

In the navigation bar to select "SYSTEM>Config Save", you can save current configuration. The
following picture.
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"'jgs

[instruction]
Save settings will delete all default configurations. If there are useful configurations, clickbackup
Configurations before save the settings.

[ Configuration example]

Such as: click "save settings" button.

‘;mm)

4.12.5. Administrator Privileges

In the navigation bar to select "SYSTEM>Administrator Privileges", Configurable ordinary users. the
following picture.

Administrator Settings

Password type:
UserName: [ |*1-20)
Newpassword: [ +t4-20)
Contim Password: [ -2
Add User |

[ et

User Name Edit Delete

s B
st sact) Mot Lo/ 17age

[instruction]
Only the admin of the super administrator can access this page is used to manage users and visitors.
The user can log in the Web management system of equipment for routine maintenance. In addition to
the admin and user, can add up to five users. Ordinary users can only access information system home
page.

[ Configuration example]

Such as:

Administrator Settings

Password type:| | Encrypted passwan ¥ |
User Name: [ 1234 ] *{1-20)
New Password: |«+++ | =(4-20)
Confirm Password:|[-=+ | |*4-20)

o=y

4.12.6. Info Collect

In the navigation bar to select "SYSTEM>Info Collect", you can collect to the system debug information.
The following picture.
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Collsct|

[instruction]

collect useful infomation, it may take a few moment .

[ Configuration example]
Such as: click on "collect" button .

felect
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Hardware Specifications

Standards and Protocols

Interface

Network Media

Transfer Method
Switching Capacity
Packet Forwarding Rate
Packet Buffer

MAC Address Table
Jumbo Frame

PoE Ports(RJ45)

Power Pin Assignment

PoE Budget
LED Per Port
indicators

Per Device

Power Supply

Dimensions (W xD x H)

Environment

Appendix: Technical Specifications

IEEE 802.3i , IEEE 802.3u , IEEE 802.3ab , IEEE802.3x ,
IEEE802.3z ,EEE802.3ad ,|[EEE802.1p ,|IEEE802.1q ,|IEEE802.3at,

IEEE802.3af

24 x 10/100/1000 RJ45 Ports (Auto Negotiation/Auto MDI/MDIX)
4 x 1000Mbps SFP ports

1 x Console port

10BASE-T: UTP category 3,4,5 cable (maximum 100m)
100BASE-Tx: UTP category 5,5e cable (maximum 100m)
1000BASE-T: UTP category 5e,6 cable (maximum 100m)
1000Base-SX:62.5um/50pm MMF(2m~550m)
1000Base-LX:62.5um/50pm MMF(2m~550m) or 10pm SMF

( 2m~5000m )

Store-and-Forward

56Gbps
41.66Mbps
4.1Mbit

8K

9KByte

24* PoE ports compliant with IEEE802.3at/af

1/2(+),3/6(-)
370W

10/100Mbps Link/Act: Orange
1000Mbps Link/Act: Green

PoE: Yellow
Power: Green

SYS: Green

AC 100-240V/50-60Hz 400W internal power

440*330*44mm

Operating Temperature: 0°C - 45°C

Storage Temperature: -40°C - 70°C

Operating Humidity: 10%~90% RH non-condensing
Storage humidity: 5%~90% RH non-condensing
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Software Specification

Basic function
® Ethernet Setup
® STP/RSTP/MSTP

® Storm-control
® Port Monitor

® Port rate-limit
® MAC filtering
VLAN

® Port based VLAN
® 802.1Q VLAN

Management

e HTTP WEB
® Telnet

® SSH

® Console

Three layers of functional

® The ARP deception, the
network cheating

Filtering the IP port
Static binding IP and MAC
Arp trust port

Static routing capacity

Ping and Traceroute

Safety features

® Radius

® Tacacs+

® Preventing DOS attacks
® dot1x

® The gateway ARP

deception

Other function

e LLDP

® |GMP Snooping
® SNMPV1,V2c,V3

® RMON (1,239)

~78 -

The security policy
® ACE capacity

® ACL

® QoS

® DAl

Application protocol
® DHCP Relay

® DHCP snooping
® DHCP Client

® FTP/TFTP

POE Management
® POE Status

® Power supply
management

mode(auto/energy/static)

® The port priority
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